How to Setup
Multi-Factor Authentication

Center for Information Technology,

Ibaraki Univ.
(last update 20250403)

This manual shows you how to setup MFA using both a PC and a smartphone.
If you try to do it using only your smartphone, you will not be able to complete.




What we are going to do

The setup procedure will correspond your smartphone to
your ID registered in the University's authentication system.

Once you have started the setup procedure described here,
be sure to finish it without backtracking or interruption.

A Never delete the smartphone application once installed.

X

The authentication system is also set up
to handle MFA, so deleting the app
does mean resetting MFA.

In fact, it will be troublesome.




Prepare

Be sure you have the followings in your hand.

B Your PC
B Your smartphone

B Your ID and Password

Ibaraki Univ. ID: XXXX@vc.ibaraki.ac.jp

Password: XXYYZZXX




Prepare Authenticator App. |, Zeonen |

Install Microsoft Authenticator App on your smartphone.

Install Microsoft Authenticator (free)
from the official download site.

S Don't launch it yet.

Be sure the app
has this icon.

2 App Store

» Google Play
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Android : Google Play iPhone : App Store




Outline of MFA Setup Flow

Attempt to access

Microsoft 365 I

Setup Setup the first authentication method
Authenticator App. using Authentication App.

Signed-in to Microsoft 365
(Outlook) Setup the second authentication method
using Phone number.

If you do not register multiple means
of authentication,

you will be completely stuck
when you change your smartphone.

Setup
Additional Method

You are done!

The screens used in the following slides are as of 2023/1/18.
They may change in the future. In that case select similar items to proceed.




Is the Authenticator App. installed?

The setup will start from the next page.
Once you begin the setup, do not stop halfway!

No matter what happens, do not delete the app
on your smartphone!

Do not delete the accounts inside the Authenticator!



Access to Microsoft365 [ operstiononpc |

Operation on your PC

Institution for Information Management and Strategy
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Access the IIMS web site

https://www.iims.ibaraki.ac.jp/
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https://www.iims.ibaraki.ac.jp/

Sign-in Dialog

[ Operation on PC ]

The “Sign in” dialog will appear.

The following dialog may appear instead.

i i RIGAF . .
g I on Lo Click the account which ends
Pick an account . . . .
komeone@example.com v to continue to Outlook Wi t h @ VC.I b ara kl .aC .J p .
4
No account? Create one! @ —TR—— 1 /
Can't access your account?
—|— Use another account

C% Sign-in options

If you can't find an account
/& which ends with @vc.ibaraki.ac.jp,

If you are not asked for sign-in and A click "Use another account”.

the Microsoft365 home screen appears instead, - j
you are already authenticated.

\_Continue from page 21 and check your settings.
|




Authenticate with ID and PW

Authenticate with ID and password.

‘ RExT ‘ b s
. . « — .
S|gn in @vec.ibaraki.ac.jp
to continue to Outlook E nter passwor d
[ @vc.ibaraki.ac.jp ] | & [ ......... ] 9.
d y )

No account? Create one!

Forgot my password

Can't access your account?

Next

Cg Sign-in options

[ Operation on PC ]




Start setting up the first MFA method

If MFA has not yet been setup,

"More information required" dialog appears.

‘ TERT

23c5678g@vc.ibaraki.ac.jp

your account secure

Use a different account

Learn more

~N—

More information required

Your organization needs more information to keep

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Cance

[ Operation on PC ]

If the Microsoft365 home screen appears instead, the MFA settings have been
configured. Continue from page 21 and check your settings.




QR code

Let’s set up the first MFA method

[ Operation on PC ]

Once the QR code is displayed,

using the Authenticator app.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

proceed to the next step.
(Leave the dialog as it is)

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

A\

Don’t press yet! ]

[=] 30
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I Can't scan image? ‘

o (HEE

Don't read the QR code by
the regular camera app.

This QR code will be read by
the Authenticator App. later.




Launch Authenticator App. [ your smartphone ]

Operation on
your smartphone

16:05

= Authenticator €t

Launch
Authenticator app.

Tap on "+” Tap on ”Work or School account"



Read QR code with the App.

Add account

DING?

If required, allow access
to the camera. >

Add work or school account

Sign in Scan QR code

Tap on “Scan QR code”

< Scan QR code

Your account provider will display a QR code

Read the QR code on your PC
with the Authenticator app.

Operation on
your smartphone

8:50 all ¥ E

= Authenticator Q +

Ibaraki University

G\ c.ibaraki.ac.jp

Authenticator Passwords Addresses Verified IDs

If the screen have
changed, proceed to
the next step. 13




Proceed the PC dialog

[ Operation on your PC ]

Click to the "Next" button on your PC and you will see the 2-digit code.

e

Microsoft Authenticator

. , The 2-digit code is here.
Scan the QR code Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator . 3
app with your account. Let's try It out

After you scan the QR code, choose "Next". \/

E ‘E Approve the notification we're sending to yo p by entering the number shown below.
kel
54

i
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| want to set up a different method

At the same time, a notification is sent to
the smartphone.
Proceed to the next page.



Enter 2-digit code to the App.

8:51

Authenticator

Are you trying to sign in?
Ibaraki University
@vc.ibaraki.ac.jp

54

Enter the number shown to sign in

No, it's not me

1 2
4 5
7 8

On the phone where you received the notification,

[ 2l J

you should see a popup that says “Are you trying

to sign in?”.

Enter the 2-digit code displayed on the PC and tap

on “Yes”.

After approved, the popup

dialog on the phone disappears
and the PC screen changes

v/

to the one on the right.

Microsoft Authenticator

Notification approved

You may now exit the Authenticator application.
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Click “Next” and you've successfully

set up for the first MFA method. By clicking "Done”, you will see the Microsoft365 screen.
i1 Microsoft 365 ”417\ 0
‘ @ Microsoft 365 Nk S % -
® &EIITH
Microsoft Authenticator X Success! ;
Vv Default sign-in method: Phone - call 7E§ Microsoft365 home Screen
PPPPP G

Outlook
oo | o
Teams
Word
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The first MFA method has been set up.
Proceed to registration of the second MFA method

to avoid problems when changing your phone.



Start setting up the second MFA method

Select "Outlook" from Click your ICON and Click "Security Info"
the left-top menu. select "View account”, in the left panel.
N ©  https;//m365.cloud.microsoft/?auth=2 X Teams call = LT 7 Q 33 @ i RHAE My Account v
Ibaraki University Sign out
O Microsoft 365 7S U%=#HRF%I S ﬂ o 0 @ ‘ R Overview
£ Security info
? g 37][]/37{% 2vc.ibaraki.ac.jp 73 ty inf
trosoft : ! 2 Devices
° ‘ e e Q\ Password
. Sign in with a different account
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53 Settinas & Privacv

You can also access from this URL.
(Authentication will be required)

https://myaccount.microsoft.com/?ref=MeControl



https://myaccount.microsoft.com/?ref=MeControl

Security Info

Click "Add method"

My Sign-Ins v

R Overview Security info

8 Security info These are the methods you use to sign into your account or reset your password.

3 Organizations Default sign-in method: Authenticator app or hardware token - code

1 Devices l —|— Add method ]

& Privacy D Authenticator app

Lost device? Sign out everywhere

You may notice MFA method using
Authentication app has been registered.




Register your phone

Select "Phone" and click "Add"

Add a method

Which method would you like to add?

Z

[ Phone

Select "Japan (+81)" Enter your phone number
‘NAL LWV [N | ll}/
Phone

(4V)

You can provg who you are by answering a call on your ghone or
texting a codg to your phone.

What phone niimber would you like to use?

Japan (+81) v

P
\@) Text me a code
N\

(_ ) Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel Next




Enter 6-digit code sent to your phone.

all docomo 2 @ 7 9 65% @)

When you select "Text me" a code J

6-digit code will be sent to your phone.
Enter the code in the dialog.

lbaraki University 32 ICfEZ2 0
—K 428130 #fERAL %7,
Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +81 e code below.

428130

Resend code

Back Next

Phone

| want to set up a different method

ESMS verified. Your phone was registered successfullyé

It may take a second till the code arrives.

If the code doesn't arrive, click "Back" and

check the phone number. Proceed to page 22.
Also check for call blocking.




Confirm with your phone.

[ When you select "Call me" } _ .
A call will be made to your registered phone.
Pickup and follow the voice guidance.
Select keypad and press # button.

Phone
We're calling +81 ( NOW. \

Back

Dialog changes
Phone \\\\\\\\\\
éCaII answered. Your phone was registered successfully.é ‘ \
You may hang up your phone.

= |

If you register a home (or work) landline phone,
you will not be able to authenticate outside of your home (or work) location.




Click your ICON and select "View account".

& 2| Q)

Ibaraki University Sign out

Irity |

/ |§| Ibaraki University
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'up to dal Sign in with a different account
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Click "Security info" in the left panel.

‘ A

Ibaraki University

R Overview

My Account v

£ Security info

=L Devices

Qy Password

B=3 Organizations

X Settings & Privacy
2 My sign-ins

=) Office apps




Security info

Default MFA method

My Sign-Ins v

o . JCIick here to change
Overvi

= Sy e default MFA method.
[ 8 security info ] These are the methods you use to sign into your 32Zglnt or reset your password./—/\

Default sign-in metfod: Authenticator app of hardware token - cod¢ Change

B3 Organizations

1 Devices [+ Add method J . .
List of available MFA methods.
£ privacy & e e chanae pelete Be sure you have registered

D Authenticalh a Delete <\\m0re than one methOd.

Lost device? Sign out ef@rywhere

Click here to add MFA method.
To add "Authenticator app", refer to page 11.
To add "Phone", refer to page 19.




Be sure to register more than one method!

In MFA using authentication apps,
only the person who has the smartphone with the associated MS Authenticator
is recognized as YOU.

* you have deleted the Authenticator app from your smartphone,
* lost your smartphone, or

This means there are no way to authenticate with the app if ||| m“
* changed your phone and have no associated app. O

Even though, you can authenticate with your phone number, if registered,
and then re-register the authentication app.
But if not registered, you are completely stuck.

Be sure you have registered more than one method!




